1 * 



100 



110 



120 



130 



140 



^150 



160 



User Composes 
Message And Sets 
Expiration Date And 
Processing Limitations 



Origination Software 
Encrypts Message 



I 



Origination Software 
Attaches Header 



i 



Origination Software 
Connects to Gateway Server 



i 



Origination Software 
ends Message 



Central Server Decrypts 
Message 



Central Server Stores 
Message 



Fig. 3 



Viewer Applet 
Connects To 
Server 



220 



Server Streams 
Encrypted Message 
To Viewer Applet 



230 



170 



Central Server Notifies 
Recipient 



Central Server 
Downloads Applet 



200 



180 



Central Server Retrieves 
Public Key From Recipient 



Applet Generates 
Public Key 



210 



190 



Central Server Encrypts 
Message 









I 



CM 
CM 



O 
CM 



CM 



CO 
CM 



O 
CM 



O 
CO 
CM 



LU 
LU 

a: 
o 

CO 
LU 

o 
< 

CO 
CO 
LU 



O 



> 



LU 



0) 

iZ 



o oa 



O 

H 
>- 

CU 



o 

H 



° s 



CO >* 
0) ffl 

a: 



a 
a> 
a: 



■a ^ 

a) j= 



a 

<D 
CO 



E 
o 



o> o o> 
o o> o> 



■ I I 
^ CO CM 

o) a> 

o o> o 

^ ^ <J> 

CO CO T- 

■ i i 

CO CO 



CD 

a 



0) 



o 

Q. 

0) 



- o .5 
1 >- Q 



CO 
0) 



5k 



E 
iJ o 
Q 2 



en 

0) 



t— CN CO 

I. k. I_ 

0)0)0) 

2 2 2 
o o o 



CM 



CO 
CM 



o 
o 

CM 



CD 



o 
oo 

CM 



o 

CM 



© 
CM 



1X1 
LU 

O 
if) 



< 

a: 



© 

CO 



LU 

a: 

CL 
LU 
CD 
< 

if) 

LU 



tn 

O 
o 



o 

CO 



> 



■o 

LU 



CD 



z 
o 

H 01 

< H 
OS < 

£ o 

x 

cd 
>- 

ca M 

< < 

u Q 



Q 01 

BS O 



z 

° I 

X 



C « 

>" as 
< o 



© 

CO 



o 

CM 
CO 



_ T3 
~ CO 

E 2 

<u o 

s g 

0) f 

^ O 

(0 o 

s 1! 
& « 

— Ol —j 

CD 3 

»- O 

«- >» 
3 
O 
>» 



o 

(0 



o 
o 



o 
o 

CD 



u 
o 



CO 



.«2 "o 

^- *o 

0 o -a 
CO w ro 
.- JS a> 

1 < 



/ 



CO 



CO ^ 

Q.Q 
X 
LU 



CQ 

a> 

CO JS 
0) O 

a: 



CO 
CO 



o 

CO 




s 5 



V J 



oo 






\ 




















< 


(0 












a. 






> 


inc 











c 
o 

"55 c 

- - o 

^ X (D 0) 

m * « 5- 

-o 5 <u < 

^ % CD .5 

c <» as > 

LU 2 Q + 



0) >% 
CL ^ 

2 o 5 

-2 < ;r 

— <0 

(0 <D 

O — 

o a. 



CM 



CM 



/ 



o 

c 2-5. 
si o 4i a a 

ra re S T_ 

» c > c « 

w •- £ _ S 

a> o) o a> & 

S "C <o CO a 
O >, > 
re 

S $ 



* 



* 



J (IE 



«4s 
O 
O 

* 



> < 



e 

E 
E 

c 



a) o3 

Is 

> < 



O 

o 



PS 



o 
o 



0) a) 



(D 

.2 $ 
8 o 

CD C 
S 08 



